Station 5:
Understanding World
Cyber-attacks!




Spot the Attack!

A. Affected over a billion accounts that happened
right as the company was trying to sell their
business to Verizon. Users were advised to turn
on two-factor authentication (after you putin
your password, it sends a code to another device
that only you would have to make sure it is you
logging in, just in case a hacker has your
password).

WannacCry, 2017

B. Credit and debit cards were compromised right
during holiday season. After, consumers were
advised to check their bank accounts for fraud
and report unusual activity right away.

Uber breach, 2018

C. World’s most massive ransomware attack,
affecting over 153 countries and shutting down
computers in hospitals. Began by companies
failing to update their Microsoft Operating
Systems

Yahoo breach, 2016

D. Company paid $100,000 to cover up data
breach that compromised 57 million customer
records. Breach was not made public until
months later.

Equifax breach, 2017

E. Quizzes about personality traits were sent to
around 300,000 Americans on this platform.
These “profiles” were sold to a company that
then used the information to tailor political
messaging. There has been A LOT of recent talk
about this scandal.

Abbott Recall, 2017

F. Compromised the data of 145.5 MILLION users,
including people who did not even know they
used this service to manage their credit scores.
Customers lost trust in this company and their
stocks plunged.

Facebook Breach of Trust, 2018

G. FDA announced that a half a million
pacemakers require a security update because of
vulnerabilities found that threatened rapid
battery repletion or altered pacing.

Target, 2014

H. Confidential documents, including movies that
were not supposed to be released yet and emails
from actors were released.

Sony Hack, 2014




